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CDO provides timely analysis, advice and supporting services to clients wishing to 
protect, detect and remediate cyber-attacks. 
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Summary: Technical data that we can go hunt for elsewhere. 
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Also note the highly suspicious 0.0.0.0 and 255.255.255.255, these should be filtered 
everywhere!  
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This is a small portion (!) of a regular expression from a Perl module. 
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This is a random Havex DLL, thrown into Cuckoo with no proper configuration or 
entry point set. 
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Sandboxes are great as a first quick analysis, BUT…. 
 
We might need to know the correct export to load a DLL, kernel drivers may need a 
usermode component.  A lot of malware is dropped with a configuration file, if we 
don’t have this then it won’t necessarily run. 
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Thanks to Luke! 
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Introduce why Yara is so good at this.  Multi-threaded, decent engine written in C 
with bindings for Python. 

23 



24 



Compare and contrast with targeted samples that FireEye wrote about (our samples 
are a random set, not targeted).  Are they very different?   
 
Remember that the purpose of this is to automate the boring parts, not replace a 
reverse engineer.  Let’s do 80% by magic, then let skilled analysts loose on the 20%. 
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This is a very basic rule for havex.  It is not a good rule for finding new samples, but 
it’s OK at detecting the main implant component.  It’s not the only rule used within 
the MICE framework. 
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It’s also possible to extract this from various strings, but this is a nice example of 
using Yara, pefile and, optionally, Capstone. 
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